
 

People trust the Ramblers with their personal data and we’d never want to break that 

trust. But the laws around data protection were also made stricter in May 2018 and 

you probably heard a lot about GDPR (General Data Protection Regulation) then. Many 

companies and organisations got very worried by it but actually it’s not very different 

from how we should have been looking after data under the previous 1998 legislation. 

The biggest change is that the fines for getting it wrong are so much more – up to 

€20m. So it’s really important that everyone plays their part in keeping data safe, as 

what volunteers and staff do are both the organisation’s responsibility.  

It’s any information about a living person 

who can be directly or indirectly identified by 

it. If you can work out who someone is from 

information on its own or together with other 

pieces, then it’s personal data. That could 

be as simple as a name or a membership 

number but it could also include other things 

like a postcode or phone number. 

Personal data that you’ve access to 

includes:  

• Name (title, first name and surname) 

• Postal address (full or partial eg. 

postcode) 

• Email address 

• Telephone number (home or mobile) 

• Membership number 

The GDPR, like the Data Protection Act, is about how personal data can be processed. 

Data processing means:  

• Collecting data 

• Storing and holding data (electronically or in paper-based filing systems) 

• Doing anything with data (such as organising, correcting it, getting it from the 

Insight Hub or receiving an email, disclosing, erasing or destroying the data).  

Some typical examples of how groups and areas may process data are: 

• Using the membership lists to send out your walk programme or newsletter 

• Filling in an Incident Report form 

• Publishing a walks programme which includes walk leaders’ names and contact 

details.  

The six principles of the 

GDPR are:  
1. Lawfulness, fairness and 

transparency  

2. Purpose limitation – collected 

only for specific, explicit and legitimate 

reasons 

3. Data minimisation – only what’s needed 

for why it’s being processed  

4. Accuracy – making sure it’s accurate and 

kept up to date (if necessary)  

5. Storage limitation – should be deleted, 

destroyed or completely anonymised once 

it’s no longer needed  

6. Integrity and confidentiality - it will be kept 

safe and secure 
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The Ramblers has a named data controller, who is legally accountable for the 

decisions, policies, processes and data that is processed on behalf the Ramblers, 

whether by staff or volunteers. Data processors are any volunteers or staff who process 

personal data – meaning anyone who uses it in any way during their work or 

volunteering with the Ramblers. 

In short, please don’t collect any information yourself: we’ll provide the right form and 

wording for anything you need to do – either by paper or online. There are so many 

rules, legal complexities and requirements (including how computers are set up) that 

it’s something groups and areas can’t do themselves. If one group does it wrong, the 

whole organisation could be liable for that massive €20m fine.  

By having all of our data stored in the one place, we can make sure that we keep to all 

of the rules. If you need to have a list of names attending an event, for example, only 

keep the personal data there that you actually need eg name and dietary requirements.  

This where it gets a little complex. For all the data we collect and hold, as an 

organisation, we must apply all of the aspects of the law. We have to keep to the six 

principles, decide what the legal basis for processing is, how long we keep the data, 

who has access to it etc. And it’s not just one decision. There are many different legal 

bases depending on whose data and what we’re doing with it. Applying new legislation 

to real world situations is always difficult. The cost of getting it wrong is so high under 

GDPR, most organisations are doing everything they can to reduce the risk. 

When people join the Ramblers, it’s reasonable to assume that they’re probably going 

to want to know what walks are planned by their group. As a result, you can send walk 

programmes, by post or email, to all of your members but only if there is no 

“marketing” included. (A walk programme may also reasonably include your social 

events and AGM as part of the same publication.) 

In everyday language, you’d probably think of marketing as advertising. That might be 

an actual advert, information about special offers or services. Sponsorship is also 

clearly marketing. However, under the 2018 legislation it also includes: 

• any information about your local campaigns or similar activities  

• messages about the Ramblers’ aims 

• news about what’s going on locally or further afield in the Ramblers 

So that means that any information that is not specifically about your walks, AGM or 

social events must not be included in your walk programme, if you want to send it to all 

members. And, of course, this also means that it can’t be sponsored either. 

As newsletters are now classed as marketing, you can’t just send a newsletter to all 

your members without checking their preferences. 
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You may still want to send a newsletter with the walk programme or choose to have 

information that’s classed as marketing within the programme itself. Who you can send 

it to and how will depend on what consents they’ve given. 

For you to be able to email newsletters or 

walk programmes that include marketing, a 

member must have given their consent to 

receive marketing emails, using an 

Ramblers’ official form – paper or on the 

website. This consent has to be recorded 

properly on their membership record as we 

have to be able to prove that we have their 

consent. They can’t just tell you it’s OK. 

The Insight Hub lets you get a list of all of 

your members who have given their 

consent to receive marketing by email. 

Different rules apply to post. You can post 

your newsletters and walk programmes 

that include marketing to all members but you must include the following statement (eg 

at the bottom of the newsletter) 

You’re receiving this communication because we believe that it would be of interest 
to you <as a member/supporter>. If you’d rather not receive similar information in 
future, please let us know. You can email ramblers@ramblers.org.uk, change your 
preferences online at ramblers.org.uk/myaccount or call (0)20 3961 3300. 

Groups and areas may need to contact members for other reasons too. If it’s 

considered a contractual communication, you can contact them by post or email even 

if they’ve not given consent. Only these types of communication fall into this category: 

• Walk programmes, including social events information (no marketing messages) 

• Contacting new members to welcome them  

• Sending a one-off reminder to existing members to renew their membership  

• Sending AGM notices 

• Contacting them to let them know of a last minute change in planned 

walks/activities eg cancelled due to snow. 

No. Every volunteer who needs to have access can, but we then have to make sure 

that we give them the right information so that they understand how to keep the data 

safe and use it legally. Membership secretaries need to have access to members’ 

personal data so there’s extra information and guidance for them to make sure it is only 

ever accessed and used lawfully. The Membership Secretaries’ dashboard on the 

There are actually six lawful 

bases for processing personal 

data that the data controller can 

depend on, although most 

people only think of the first: 

• Consent: the individual has given clear 

consent for you to process their personal 

data for a specific purpose 

• Contract: the processing is necessary for a 

contract you have with the individual 

• Legal obligation: to comply with the law  

• Vital interests: to protect someone’s life. 

• Public task: to perform a task in the public 

interest or for your official functions 

• Legitimate interests: necessary for your 

legitimate interests  

mailto:ramblers@ramblers.org.uk
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Insight Hub is where they should get the data from each time you want to send 

newsletters, walk programmes etc. 

This is when personal data is shared, accidentally or intentionally, in an unauthorised 

way or in any way that’s against the legislation. It’s also when personal data is 

accidentally or unlawfully lost, changed or destroyed/deleted. That could be:  

• Using the To or Cc field (instead of Bcc) when sending an email to members* 

• A laptop or mobile phone that has data/emails on it being lost or stolen 

• An unencrypted memory stick with personal data on it gets mislaid 

• Leaving a paper walk register list in a café after a walk 

• An emailed newsletter being sent that doesn’t follow members’ marketing 

permissions 

Please report it immediately. The failure to report a data breach quickly is now viewed 

as seriously as the breach itself by the Information Commissioner’s Office. So we may 

well not get a fine for a data breach but not reporting it is viewed as covering it up. That 

same €20m fine applies if we don’t report it any breach within 72 hours. So always 

report anything as soon as you even suspect something may have gone wrong. We’ll 

then help you work out what happened, what we need to do next and will be able to 

complete any relevant reporting to the ICO. 

Just email details of what’s happened to dataprotection@ramblers.zendesk.com giving 

your name and a phone number where we can contact you. 

• The membership secretary should use the dashboard on the Insight 

Hub every time they send any post or email to your members 

• If you need a temporary local list to organise an event etc, keep only 

what you actually need eg name and whether or not attending, rather than 

all contact details 

• All personal data must be deleted or destroyed when you don’t need it anymore – 

emptying your computer’s trash and shredding paper records like walk registers 

• If sending an email that includes “marketing” (see the definition), the membership 

secretary can only send to people who have given their formal consent to receiving 

emailed marketing, which also includes your newsletter 

• Your group’s newsletter can be sent by post to members, but if they ask you to 

stop, please do and ask them to update their preferences  

• Set a password/code on any electronic device that you use to view or use personal 

data on eg your phone 

• Report any concerns or possible breaches immediately to 

dataprotection@ramblers.zendesk.com 

* Bcc means blind carbon copy and sends the same email to every email address you enter without 

everyone seeing each other’s email addresses. Using the To or Cc (carbon copy) field will share these 

personal details with everyone and is a breach of the law which must be reported immediately. 
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